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Main Idea and Solution

Problem

» The risk assessment methodologies do not consider collusion threat in their
threat identification approach

Suggested solution

» Proposed a general approach to threat identification in the case of collusion
threats




Overview

» Motivation
» Why collusion threat is challenging?

» MERIT (Management and Education of the Risk of Insider Threat) model
review in the context of collusion threat

» Scenarios

» Risk tables
» Conclusion and future work




Motivation

» Insider threat

» High profile incidents
*Stuxnet attack on Iran’s SCADA systems
Google’s servers hacked
Enron Collapse




Why collusion threat is challenging?
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Elevation of privileges
Failure of internal controls
auditing, segregation of duties, awareness, etc.
Permeable organization boundaries
Lack of research in this area
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Why collusion threat is challenging? (contd.)

Collusion variables

» Attack vectors used by colluders

» Privileges of colluders

» Objective and motivation of colluders
» Number of threat sources colluding

» Resources available to colluders

» Time at the disposal of colluders

» Skill sets possessed by colluders




Threat categorization



Merit model review in the context of collusion threat

» Examined OCTAVE and FRAP risk assessment methodologies

» Reviewed MERIT (Management and Education of the Risk of Insider
Threat) model

* Insider threats arise because of disgruntled employees
« identifies behavioural and technical precursors

 key finding and recommendations based on the assumption that insider
threat agents work alone




Scenario 1: Threat identification with no consideration of collusion threats




Insiders :
. Controls in place
with an :
access 1o (Technical +
Asset asset Access Operational+ Vulnerability Risk
Management)
(Probable Defence level
Threats)
Manager | Logical Access High Low Low
Teller | Logical access High Low Low
Personal _ _ .
Database Auditor Physical High Low Low
access
Janitor Physical High Low Low
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Scenario 2: Threat identification with consideration of collusion threats
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ASSET Insider Combinations Controls in place, Vulnerability | Risk
defence level
Manager+ Teller Low High High
Personal Database : :

Manager + Auditor Low High High

Manger+ Janitor Low Low Low

Teller + Auditor Low High High

Teller + Janitor High Low Low

Auditor + Janitor High Low Low




Risk Risk

Non consideration of Consideration of collusion
collusion threats threat




CONCLUSION AND FUTURE WORK
» Proposed an enhanced approach to threat identification

» Identified limitations with current approaches to threat identification
B Reviewed OCTAVE and FRAP
B Reviewed MERIT model

» Future work may contribute sophistication to our modelling of collusion
threats, especially those involving insiders, and validation of my approach
In organizations, perhaps with the help of case studies on insider threats.
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